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Part I: Introduction

Welcome to the Kansas Individual Data on Students (KIDS) system! Whether you have been
involved with KIDS in the past or are brand-new to the KIDS system, the Kansas State Department
of Education (KSDE) wants to be sure that you have information and resources to make the
submission of your school’s KIDS data run smoothly.

If you are a “veteran” KIDS user, then this manual will serve as a reference that you can use to
review the increased functionality of the KIDS 2020-2021 system.

If you are a new KIDS user, then this manual will give you a jump-start on the basics of the KIDS
Collection software system before you begin submitting your school or district's student-level data.

Part II: About this Manual

This User's Guide will describe how to:

. Upload an SIS Collection Export file into the KIDS Collection System;

. Navigate the main Collection System Batch History page;

. Complete the Manage Core Data process to update core data on student records in
order to obtain State IDs for new students, update student data, and/or claim a student
from another school and to resolve any near-matches found in the system;

. Download and process the View Data Errors file. This file contains error records that
need to be corrected in the school or district's SIS and resubmitted to the Collection
System;

o Search Core Data in the KIDS Assignment System from within the Collection System;
and

o View and run the various KIDS Reports.

We have also included some notes and tips that highlight important topics.

TIP:  The “Tip"” box will contain recommendations and/or “shortcuts” as the user works
through the KIDS Collection System.

NOTES: The “Notes” box will mention items that require special attention.
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Part lll: Important Terms

Are you new to the vocabulary of KIDS? Don’t worry—KSDE has created a glossary of terms in
the next few pages to help clarify words and phrases that may be unfamiliar to you. Please take
a minute to review these important terms before continuing:

Files at the end of
this document for
more information
about the files that
are uploaded to and
downloaded from
KIDS.)

Term Meaning
The Assignment System stores “core” demographic data about each
. student. Users may access the Assignment System via the “Search Core
Assignment "o .
Data” link through the Collection System. Users are able to manage the
System . . .
core data (via the Manage Core Data screens) stored in the Assignment
System without leaving the Collection System.
Different types of batch files are used in the Collection System. In the
definitions, the term “input” is used to refer to files that are loaded into the
Collection System, and the term “output” is used when the file is created
by the Collection System. The batch files are:
Batch File 1. SIS Collection Export file - This input file is uploaded from your
school's local student information system (SIS) to the Collection
(Refer to Appendix A: system, and it contains the student records.
Input and Output 2. View Data Errors file - This is an output file that the Collection

system may create if there are errors in any of the student records.
Error messages are included in this file so that the user knows
what data to correct in the school's local SIS. There are twotypes
of errors: data errors and “mismatch on student element”errors.

3. Retrieve Core Data file - This is an output file that contains the core
data for the student records for which the process automatically
created a new SSID. If no SSID is submitted on the student’s record
and the system locates an existing SSID in the system for the
student, it will return the SSID to the user. Schools should ensure
that they have these SSIDs in their local system.

4. QERY Results file - This is an output file that contains any student
record results from the submission of a QERY record type.

Cancelled
Records

In the Manage Core Data process, records may be manually or
automatically cancelled if there is a data error, or if the school/district
needs to do additional research on Near-Matches before updating data.

View Data Errors File

An error file is created in the Collection System if and when incorrect /
incomplete / missing student information is identified on the SIS Collection
Export file. Errors in the student records must be corrected in the local
SIS, re-exported as a batch file, and re-uploaded to the Collection System.
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Term

Meaning

Header Record

The first row on each SIS Export file. The header record must conform to
a standard format (which is published in the KIDS File Specifications
document). The header record contains data about the date, time, version,
and format of the batch file.

Manage Core
Data

When the Manage Core Data button appears in the Collection System,
the user will need to manage core data by reviewing and resolving near-
matches found in the Assignment System.

Near-Matches

Near matches occur when the KIDS system, based on probabilistic
methods, determines that a student submitted may already exist in
KIDS. Rather than assign multiple State IDs to the same student, the
Assignment screens ask the school/district to research and resolve any
potential Near-Matches via the Manage Core Data process.

Reports

This is information that will be exported to Microsoft Excel where
additional features are available to manipulate data. The data allows for
comparison of data in the SIS.

State Student ID

A unique number that is assigned to each student attending an
accredited school in Kansas. This number remains with the student for
his/herentire PK-12 career. If a student moves between schools or

SSID
( ) leaves Kansas altogether and then returns at a later date, then that same
unique number is reassigned to that student.
Student A software program that administers and maintains student information,
. such as enrollment, scheduling, attendance, accounting, and grade
Information ) o . o ,
reporting, for that district/school. This software is installed on the school’s
System (SIS)
local network and computers.
SIS Collection The file generated by the school/district SIS, that is then submitted to the
Export File KIDS Collection System for processing.

Trailer Record

The last row on each SIS Export file. Like the header record, the trailer
record must conform to a standard format which is published in the
KIDS File Specifications document. The trailer record contains data
about the number of records in the batch file.
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Part IV: User Levels

School-level access is usually for data entry staff, administrators, and program staff who are
submitting and/or viewing KIDS data only for their school. District-level access is for data entry
staff, administrators, and program staff who submit and view KIDS data for multiple schools
within the same district. Multidistrict access is limited to service centers or other entities that
submit KIDS data on behalf of multiple districts.

“Write” access is the most common form of access, and allows the user to both work in the
application and view reports generated from KIDS data. “Read-only” access does not allow the
user to interact with the application (i.e., upload batch files), but allows the user to view the data
and reports contained in KIDS. Also be aware that the types of reports that you have access to
depend on your access level.

User Level Defined Roles/Responsibilities
School Write e Has write access to upload SIS Collection Export Batch Files of KIDS records
for the building for which he/she is responsible.
e Has write access to obtain SSIDs, to resolve near-matches via the Manage
Core Data process, and to claim students from other Kansas schools for the
building for which he/she is responsible.
e Has read access to KIDS Reports for the building for which he/she is
responsible.
School Read- e Has read access to KIDS Reports for the building for which he/she is
Only responsible.

Search Core Data

District Write

Has write access to upload SIS Collection Export Batch Files of KIDS records
for all buildings in the district for which he/she is responsible.

Has write access to obtain SSIDs, to resolve near-matches via the Manage
Core Data process, and to claim students from other Kansas schools for
buildings in the district for which he/she is responsible.

Has read access to KIDS Reports for buildings in the district for which
he/she is responsible.

District e Has read access to KIDS Reports for buildings in the district for which
Read-Only he/she is responsible.

e Search Core Data
Multidistrict e Has write access to upload SIS Collection Export Batch Files of KIDS records
Write for buildings in the districts for which he/she is responsible.

Has write access to obtain SSIDs, to resolve near-matches via the Manage
Core Data process, and to claim students from other Kansas schools for
buildings in the districts for which he/she is responsible.

Has read access to KIDS Reports for buildings in the districts for which
he/she is responsible.
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User Level Defined Roles/Responsibilities

Multidistrict e Has read access to KIDS Reports for buildings in the districts for which
Read-Only he/she is responsible.

Part V: Registering for Access to the KIDS Collection System
Individuals who do not have access to KSDE web applications need to register. Use the following
web address: https://apps.ksde.org/authentication/login.aspx. At this website, click on the
Register button, as shown below:

Note: You may want to skip this section if you have used KIDS before or if you already
registered for access to the KIDS Collection system.

On the Registration page, enter the required information. Be aware that the buildings and
districts that you have access to depend on what is entered in the “Organization” and “Building”
fields on the web applications registration page. For example, if you will be submitting and
viewing data at the district-level for KIDS, select the “All Buildings” option under the “Building”
field.

User Login for KSDE Web Applications

Commaon Authentication Loginm

Wrser Name:

Passwaoird:

IE applicalions support the folloming Browsers: fof Microsofl Windows - Intemmel Explorer (IE) IE 10, IE 11 wiven nun in compatibility mode; for Macinlosh - Firefax v27 1o

ol on e Relp con for & Senes of Flash lutonials kot the Liser Lo
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KSDE User Registration Form

Back to Login Page
* Indicates required fiald.

Please enter your business contact information:

First Name: Last Name:*
Phone &:° Email Address:”
the erganization and building that you belong ta:
USD 385 Andover " Plaase select @ building ****
*** Plgase seloct a building ****

[l Buildinas. 1
Andover Central High School
Andover Cenlral Middle Sehaal
Andovar ngh

Andover Middle Schoal

Cottanwond Elermentany
Maadavwdark Elementary

Robert M. Martin Elementary
Sunflower Elementary School
WWhestland Elemantany

Flease enter a user namée and password.
User Hame:* Password

Plaase reenter your password:”

When you have completed all required information on the registration form, click the “Submit”
button at the bottom of the screen.

IHIKIDS Collection 2020 District Read-Only -
District Write -
LCP System District Update
=R T S P i

0

|

TIP: Do not use spaces when defining your login ID. When creating your password keep in
mind the password requirements shown on the screen. You will need to remember the
Login ID, password, security question/answer, and birth date that you entered. KSDE
does not store this information for you.

If all data on the registration form is valid, you will get a message that says “Thank You for
Registering.” The registration request will be forwarded to the district superintendent for
approval. You will receive an email when your access request is approved and your username
and password are ready for use.

Individuals who already have access to KSDE web applications can use the “Manage My Account”
option to add the Collection System to their list of applications. As with all KSDE web
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applications, the district superintendent will receive a request for approval before access is
granted.
To add the Collection System to your list of available KSDE web applications...

» Login on the KSDE Web Applications page

» Click the “Manage My Account” link

» Check the box in front of KIDS Collection 2020

= Select your access level (school or district and read-write or read-only)

= Click “Submit”

KSDE Web Applications

Click a link below

4 e Acrs |'\1-'J'|'||'H Pl Fa T
2. KIDS Collection 2020’-I

Manage My Account

Loagolf

Your request will be sent to the district superintendent for approval. When approved, you will
receive an email indicating that you can access the Collection System.

TIP:  If you forget your KSDE web applications password, click on the link that says “Forgot
Your Password?” on the Authentication screen. You will be prompted to enter your
Username. You will then hit “Send Password Reset Token. A message will be displayed
that states “a temporary link to reset your password has been sent to the email address
associated with the username. (Email Hint: xxxski@ksde.org. Once you receive the email,
you will click on the link, which will take you to a screen where you will be able to change

your password.
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Part VI: Logging into the KIDS Collection System

The KIDS Collection System, like the other KSDE web applications, is available on the KSDE
Authentication page. To access the KIDS System, enter your KSDE username and password on
the KSDE Web Applications page (https://apps.ksde.org/authentication/login.aspx). You will see
the Collection System on your list of approved KSDE applications (example list shown below),

and click on the application to open it.

KSDE Web Applications

Click a link below

4 I C A ora sk Sseof nunn
2. KIDS Collection 2020’-I

Manage My Account
Logolf

NOTE: Some of the applications may be grayed out. This means that they are either not active
applications, or that you have not yet been approved for access to those applications.

Part VII: “Tour” of the KIDS Collection System Home Screen

Below is the Collection System Home page. The Collection System Home page consists of a
number of links that help users submit and interact with their records.

This page is divided into two sections: The Home screen and the Navigation Menu. The
Navigation Menu contains links that allow you to get back to the main Collection Home screen,
view the Batch History of all the batches that have been submitted, upload SIS Export batch files,
search core data in the Assignment System, and view reports.
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Clicking on *Return to App List” will take users

back to the list of KSDE applications they are

approved for. User account and
access information bar

Prochertion MMesle vi2.D Moy, ha 11 2016
Bialbillings | Diswnce Laveal -

e

Have b a rnalilicalion.
e ———

) Mews and
- announcements

— " Navigation Menu

LR
LT
Pudert Chree

[ ¥ F O e

Balie i T

Smarch Core Dats

B il g

The KIDS Collection Home page you see when you access the system may differ slightly from
the image displayed in this guide based upon your type of access level (read-only or write access),
building access (building access, district access, or multi-district access) and announcements
posted at that time.

District Users are able to view all
buildings or select specific buildings
in their district via a drop-down menu.

User: KidsTraners  District: DO101(Erie-Galesburg]  Build
PEETIE AL Production Mode

HlLogout Building: Distict Lavel e
— Home
i Here s a notification.
e

NOTE: The “Logout” link provided on all screens (in the top left corner) allows the user to exit
the application at any time.
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Part VIII: Navigation Menu

The following is a snapshot of the Collection System navigation menu and each of its functions.

Clicking on *Home” on any subsequent screen in the
application will return you to the KIDS Collection
Production Mode Home page.

Clicking on “Batch History” will allow users fo
view previous batch files uploaded containing
KIDS records.

Clicking on *Batch Upload” will allow users with “Write
Access” to upload batch files containing KIDS records.

- Clicking on “Reports” will take you to the Reporis page

R where you are able to generate various reports.
it Clicking on “Search Core Data” will allow users to search
e core datastored in the Assignment System.

Gt demmnn

Mk Soiochien

s Clicking on "Mode Selection” will take youto the screen

to select either Production or Validation Mode.

TIP:  You should not use the “Refresh,” “Back,” or “Forward” browser buttons with the KIDS
Collection System. There are links on every page that allow access to other screens.

A. Batch Upload

On the Navigation menu, click the Batch Upload button to start the process of submitting your
SIS Export file to KIDS (as shown below).

Nl KidaTeaiesin  Mabrict: 011 Daip Wirnt S b | g: I Achess Lewed: Ol it ks
et A Produclion Mode wi2d Man, Jul 11 2008
Blages Bl g | Cssice Lieel

e Hoaee = i |ty ap
¥

On the Upload Batch page, you will then be asked to search for your SIS Collection Export
file, which you previously saved on your local network or computer. Locate the saved file on
your local computer by clicking “Choose File” (shown above) or Browse... (depending on

your browser) to see your local computer system'’s directory. Browse through the files and
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folders and locate the directory/folder where the batch file is saved. Choose the file that
you want to upload to KIDS Collection, highlight the file name with your curser, and click
“Open”.

| E Choose File to Uplosd

=3 10
@'k_-»" ¥ EMAL =

Cuganize » Mo fodder =

o
Mam ate modifed Tvp
r Favoribes L Liafe maod ypE

B Desktop . EMRLAsmignimantd 74 001 662002 300 PM Text Documsnt
& Dowrlcadi | ENRLAssignmentd2T5 002 1 1 P Test Documsent
4 Recent Places EMPRLAssignmeent3 75 (03
EMRLAssignment3ITT (0
4 Librsnies " || ENRLAmmgnmentdZ T 005
*| Document:
o Music

= Pictures

B videos

- Comgubar
& osbis ()
8 cortega [\inds] 559 umers fashit) (HE)
Lg® Projects (Fs)
L Temg (R:]

File narne:  ENRLAssignment3 274 001 ol

e ':'":‘I

Once the file path to your batch appears in the “File to Upload” text box, click Upload
(as shown below). This will upload the selected batch file to the Collection System
server for processing.

TIP:  For tips on naming and organizing SIS Collection Export files (batch files), please refer to
Appendix C: Best Practices later in this manual.

M(TD034) Building: TO34(T034) Access Level: School Write

Production Mode

Home > Batch Upload
File to Upload: P:\KIDS\KIDS Collection! [_E
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Depending on the size of the file and the volume of activity on the server, you may need to
wait while the batch is processed. A status of the process is displayed on the Batch Upload

page.
- B Home = Batch Upload

T File to Uipload; Browse [ Uptoad |

Batch Upload Upload Complete - The grid below will au  >tatus of the batch process g

Mode Selection

Search Core Data Batch Histary

Batch ID Batch Status Records (Processed [ Errors [ Total) Uploaded File
35081 All processing is complated successfully |0 /5[ 5 EXIT Training.tet

The message section on the screen will indicate if the file uploaded successfully to KSDE's
server. If there are errors while uploading, they will be shown in detail (and in red print)
in the message section. In the example below, the message section indicates that in the
upload five records were uploaded and all five had errors. The batch may be checked by
clicking on the Batch History button or link (shown below).

BiLisgean Banbdinig: Desinci Laves ®
" reme | lome = Balch Uysead rse e

Baiks Histary Fil by Upioad: | Choose Fiie | Mo fie thosm Upost

Bkl Lt Uphoad Complete - The grid betow will auto-update to show the processing status.

-
L sy air Hatch Status Records (Processed [ brrors [ Total) Uploaded Hie
woea 0EES Hars Boon uploaded and is aveilabie ko processing |05/ 5 £ pwindowssyitem1 2 ineterd ASGT Training 2017 ixt
i

Note: The fact that a file uploads to the Collection System does not necessarily mean that
there is no more work to be done. The user must click the Batch History button to view
the details of the batch and see if there are errors to resolve or core data to manage.
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B. Batch History

The “Batch History” page displays a list of all batch files that the user has uploaded into the
Collection System. This list will show the current status of each batch and can be filtered by a
date range. The detailed file information appears at the bottom of the Batch History Page.

Users are able to provide a date

range to filter which previously I |

, : . uploaded batch files will display SEa /
m— ficme > Balch Mistory in the bottom section of the -
Satch esery View Previously Uplosded Files «f Batch History page. /

= " Eemiches Clicking on the
o L) Batch ID Link *Help” link provides
- o access to resources
------- for submitting KIDS
records.

Each time a batch file is uploaded, a
new row appears detailing the date
and time the file was submitted, the
unique |D number assigned to the
file, the submitter's district and
school, the status of the file, a
summary of the records processed
without errors, and the user who
submitted the file.

Depending upon the type of record submitted,
Fegpltm ‘1411 the type of building that submitted the file, and

S —— the status of the data contained in the file, a
T .1, button may appear in the Actions column to
communicate to the user that one or more
student records contained errors, have core
data that needs to be updated, or had a new
S5ID created.

There are four buttons that may appear in the Actions column to communicate information
to the user. Each will be described in detail in the subsequent pages. Those buttons are:
Manage Core Data,
View Data Errors,
Retrieve Core Data, and

e Rerun Batch.
Manage Core Data

The KIDS Assignment System stores “core” data about each student and is the part of the
KIDS system through which individual student State IDs are assigned.

You may encounter a mismatch error because the student’s “core” data has been updated
(such as changing Accountability School) or because the student is not in Assignment at all
(brand-new students). In either case, you will need to complete the “Manage Core Data”
process to update the data and/or obtain State IDs for these students unless the system was
able to create the IDs or update the core data automatically at the time of submission. The
Manage Core Dataprocess sends core data from records submitted to the Collection System
to the Assignment System.
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If the submitted core data when compared to the previous core data matches on a
93% threshold or better, the core data is updated automatically when the user clicks
on the Manage Core Data button. In this case, all updates are processed automatically
and the user has no records to manually update. A summary screen will appear
indicating all records are updated.

If the submitted core data, when compared to the previous core data falls below an
88% matching threshold, the system will generate a new SSID for the submitted core
data and will communicate the creation of any new IDs by creating a “Retrieve Core
Data” file on the KIDS Collection Home page. In this case a summary screen will appear
indicating new SSIDs were created and the user will need to download the “Retrieve
Core Data” file to retrieve the SSIDs.

If the submitted core data, when compared to the previous core data falls between an
88% and 93% matching threshold, or one or more “near-matches” are found in the
Assignment System, you will have to resolve near-matches to update core data and
generate new SSIDs.

Uses submitted core
data & updates
previous coredata

Requires Hurnan

Submitted
Core Data

Previous
Core Data

4

/

Intervention to update
data or create new I

Creates new ID forthe
student

In the example below, the SIS Collection Export file successfully uploaded to KIDS
and the “Manage Core Data” button is displayed in the Actions column.
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Balch Reconds {Processsd [ Ernors |

Total]

Updoad Dabef Ve 1D

iskrict School Balch Status

IN/75/2014 8:27 AW | 3oaan D001 (D000 | AN procssng 1S competsd 567 45 ) 372 Reran & Balch [D Doad] & 11733/ 0004 BXT47 AM
wanrer iy

P4 812 AW | 36650 BONaE 0000 | AN processng |5 complated spjoism 0 | Tester 11
vacceestully

B1/24/2014 10:33 2EETE DO10E (D000 AN procEsnGg & comipeted 572 /0572 Testaril0d

A

1172472014 10:31 DOTaE | 000D Is competid 67 15572 Tesherrl0] |Reren o Baich [0 6658 o 11/24/2004 10:33:58

M Bk

BU/2a004 10:24 5556 Dndn | 060 | AN peocesaiig |8 ol Sra 05 Testsilod

i wucresshully

DL/ENR014 1210 Pe | 36644 Ipogen [o000 | procevsng |5 completed 5RO 0/ 579 esteriil0l |
oo ssfully

LB DO1GE (0000 | AN procssing 1S completed 5ra /0j3m

11/30/2014 10:43 Testeril0

On the Manage Core Data Summary screen, you will be notified if any records were
updated automatically, if any new IDs were generated, and if there are any records with
mismatches that could not be resolved automatically. In the example below, two records
require core data updates as indicated by the “Review Near-Matches” buttons. When the
data was compared, three of the records were updated automatically because they
matched at a 93% or better threshold.

The Manage Core Data page
indicates how many records
needing core data updates were
submitted to the system.

A Batch ID link opens a pop-up
window with the same batch
information as the Batch Number link

appearing on the Batch History page.

e

"’::’_::’__ﬂ_'______
36638 Upload Date: 11/20/2014 10:43 AM
Resolved: 0

Ea?ﬁh*i&a
)
Pending Update:

To exit the
Manage Core
Data page click
on the “Batch
History” button. [-_%___

=L Batch History

The “Retrieval Failures” tab
will alert the user in the event
the core data was not
successfully retrieved from the
Assighment System page.

The “w/o SSIDs” tab
displays the records that
have no SSIDs on the
original records or that the
user has not requested an
SSID for at this time.

__, wfo SSIDs: 0 | Near Matches: 2 | New }PS:U Canceled Records: 0 | Retneval Failuresf?ﬂjl

The fo ﬁglistnfstudentre ﬁ
//‘?'/-' view Near-Matches bu

/ s contain studel “ecords whose data fais to match previously submitted data for the student. The i

below will allow I determine which near-match is the right student or, in the event the student is
N s 1= Il ecord Type Acct School Grade Level Near Matches

e
Records” tab .
Clicking the “Near — lists those 56T 0105 NinthGrade |1
Matches” tab provides The “New IDs" tab records where : -
a list of those records lists those students core data was P o2 EighthGrade |1
that closely matches for whom a new ID '

what is in the system.

=<1l |

was created
automatically or by

not updated.

Page Size: IE

request of the user.
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TIP:  The purpose of the Manage Core Data Summary screen is to allow the user to track how
many records were submitted, cancelled, updated automatically, and resolved by the
user. The goal is to make the “Pending Update” count number “0.”

Records Submitted with Core Data Mismatches

Clicking on the Manage Core Data button will send submitted core data to the
Assignment System. Depending upon the outcomes of the matching process described
earlier in this manual, additional steps to manage the student's core data may or may
not be required.

NOTE: After clicking on the Manage Core Data button and depending upon the number of near-
matches and the size of the batch file, you may see a progress bar.

To resolve core data mismatches, click on the “Review Near-Matches” button shown
circled below.

Baaspos Pam kg

— Vomo = Balch History > Manago Core Daks
# il M of sebenl rexim s, suiensed 1o B WODPS ColbstBion Syslem conbilm dtudeek Sith abos shuckents whi 1 b STt Stdent el

3 e pecms. ol upelaliag Sali an ¢ vy M, wom T e B kil @ Rl il e Tyl !
16 i :

......

e Bl

Clicking on the “Review Near-Matches” button will open the “Near-Matches Found” pop
up window so you can review each student’s near-matches for side-by-side comparison.
Start with the first listed Review Near-Match. When the “Go to next record” radio dial is
selected the system will move down the list automatically as each record is resolved.
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o tynert ot | e o Core data of I

- student record that
Blodeot [ Lasthame FistMame Middleame Goserabion Gender Birth Debe Grade Lovel Disinct Acct School School Yeur was submitted.

ASE0R0T0N | Colowy Wy P (011593 e DO | DU il A-,"m.-".-: ot Piachn Vi

l‘lﬂmihn-wm DO o [ W (o
Core data existing in
KIDS Assignment

T ‘H‘I‘I L

NOTE: For assistance in determining whether or not a student “matches,” use the “Search Core
Data” button to perform core student data searches in the Assignment System.

The data appearing in the first row is the core student data submitted on the student’s record. Any
core student data element that does not match will appear highlighted in orange.

You will have the ability to create a new ID, if the student does not already have an ID in
the KIDS System. You will also be able to update the core data for the student, if the
correct student appears in the list of possible near-matches. Finally, you will also have
the ability to cancel the record if the core data appearing in the Student Viewer is correct
and the data appearing on the submitted record to be resolved is incorrect.

¥ et et rcerd | - Chose wrdom

Shodent ID Last Hame FirstMame MiddieName Genersbion Gender BirthDate Grade Level District Acch School School Year

ABNDRRANT Colbwy | Moy Fomale (D119 NmSaCrade (00D (OM08 kil Crmiln Nw ] it Bt Gl Cimcal Bk Mg Madich
7
AR | [y | My b Laeiale !hlm,m Nrifrade  (DOID1 (0706 'r'/ Ut (o Ol
| 0
i

Click on the Click onthe Click onthe “Cancel
“Create MNew ID for “Update Core Data Resolve Mear-Match”®
this Student” if you forSelected Mear- button if the data appearing
are confident the / Match™ button to at the top of the screen is
student does not update student incorrect. This will remove
already have a whose data the student's submitted
S5I0 in KIDS and appears in the data from the resolve near-
does not appear as Student Viewer match process and will
a possible near- window. prevent the student's
match. record from being accepted
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TIP:  The recommended best practice is to review all of the names returned in the list of near-
matches to identify if the student already has a valid SSID in the system before creating
a new SSID. In the event the student has duplicated SSIDs, contact the KSDE Helpdesk at
785-296-7935 to have one of the duplicate SSIDs retired.

Once you have determined whether the student’s record needs a new ID created, needs to
have the core data updated, or should be cancelled, you will need to confirm your
selection.

When you choose to create a new ID, you will see the following confirmation window
appear. Click OK to have a new ID created. (You may need to rerun the batch file on the
Batch History page.).

' ™
Message from webpage ﬂ

' \"| This will create a new ID for the student. The KIDS Collection Batch will
' need to be re-run. Do you wish to continue?

[ OK ] [ Cancel

When you choose to update the core data for one of the students found in the list of near-
matches, you will see the following confirmation window appear. Click OK to update
(overwrite) the previous core data for the student.

[ r
Message from web u|

@I This will update the students data with the new data submitted. Do you

[ ; )
! wish to continue?

Ok i ’ Cancel
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- ™
Message from webpage ﬁ

. This will cancel the creation of a new ID and will prevent the record
from being accepted. Do you wish to continue?

oK ][ Cancel

When you choose to cancel the record from the manage core data process, you will see
the following confirmation window appear. Click OK to remove the student record from
the Manage Core Data Process. (This will not remove the record from the submitted batch
file, just from the Manage Core Data Process.)

In the event you are unable to resolve all near-matches before leaving the Collection
System, the Manage Core Data button will remain on the KIDS Collection Batch History
page to allow you to access only the students whose near-matches have yet to be resolved.
The button will nolonger appear when all near-matches and records pending core data
updates have been resolved.

When all student records have been processed, the system will automatically redirect
you to the previous list of students and you will need to select the “Batch History” button,
shown circled below, to view the Batch History page.

= Hame

Home = Balch Mistory = Mansgs Core Dt

otn about students who do nolt have a Stabe Studend Fdentification

Batrh Hitary wooksk of updating data on exiding 108, you may heve Lo tesohee &

fatrs Ujioas
Repirns

Hpdt Sesction Babch I $347 Upload Date: OF/0801 2:54 P

Shmdent nyl Hams Studes] Firsd Masse Becond Type Aol School  Grads | evel  Bear Malches

istmd Alnon Almy snydar LR o1l

Bramdor

When you return to the KIDS Collection Batch History page, depending upon the type of
record you submitted to the system and what choices were made during the Manage Core
Data Process, one or more additional buttons may appear. In the example below, notice
the “Manage Core Data” button no longer appears since all of the records have been
resolved; however, a “Rerun Batch” button appears indicating the file should be
processed again.
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Rerun Batch

When a Rerun Batch button appears, it is because the changes that have been made as
aresult of the “Manage Core Data” process warrant that the records in the batch be sent
back through the KIDS system to be reprocessed.

Batch History View Previously Uploaded Files with the following criteria:
Batch Upicad From: [oszem013 |

Rasports To: |oer262013 |

Mode Sesescticn Aoply |

Search Core Data

Records

Upload Batch Batch
Date/Time 1D District School Status Name

262013 0000 |All processing| 2/ 3/ 5 KidsTraine
ﬁn% is m'nmetedg 1
;EU{EESSFLI"'," Rerun Baich

06/26/2013 |34756 |DO101 |000D | Al DrocesstciggIS.-'UIS | KidsTrainers
1:21 PM s comple

successiully

After selecting the “Rerun Batch” button and if all core student data updates have been made, the
records should now be accepted and a new batch ID is assigned. A message will appear in the
Rerun Batch column with the new Batch ID. The batch number will be associated with the
username of the person logged in at the time the Rerun Batch button was selected.

i Home > Batch History {1 Romem st Page
Batch History View Previously Uploaded Files with the following criteria:
Batch Upioad From:  [0528aen ]
o O e —

Search Core Data

Upload Batch Batch
Date/Time 1D District School Status User Name  Adctions

06/26/2013 | 34758 |DO101
1:52 PM

KidsTrainers
uploaded and
i available

for processing

06/ 262013 .34?52 00101 (0000 Al Dn:n:essﬂg .2 1375 KidsTrain Vigw Data Erors ]
1:50 PM

Is complet Reran as Batch ID
successfully 34758 at 6/26/2013
1:52:05
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TIP:  If you are uploading a large file you may need to press F5 in order to refresh the
processing of your records.

View Data Errors

In a perfect world, you upload your SIS Export file and every single record processes
successfully. Sometimes though, you will upload your SIS Collection Export file, return to
the Collection System Batch History page, and see a “View Data Errors” button.

In this example, the Records column indicates that none of the student records were
actually accepted by the Collection System: 55 records have been rejected due to some
kind of data error. You can also view a tally of the processed and error records by clicking
on the Batch ID link. Examples of data errors are invalid building codes, missing ESOL
data, invalid gender codes, invalid school entry dates, the inclusion of EXIT data on non-
EXIT records, etc. Data errors are always accompanied by a “View Data Errors” button on
the Batch History page under the “Actions” column.

Records (Prooessed [ Erros |

Upboaed Dater [ Timen  Bearbch 1D Disbrict School Batch Status Total)

LAPOB 2014 11:31 AM | J0s 0 D01 | All processng 1§ aympeetsd 0714714 Tesem1ol s Cuila Envers
minressiully

12/08 004 1143 AM | 36765 (0101 | OOa All procesrsing is completed 11 edtmil10] Ve Cism Errees
urceaiully

12/OB 3014 11:37 AM | 36765 DO101 | 0000 AN procsdng S oompleted ofif1 TestenDi0l Werw Dtz Eniis
minresshully

12008 004 11:31 AM | 36764 00101 | 000D | AN processing s completed i) 27 1 27 Testeidin] e [0 Civiws
succestully

120R' 2014 11:15 AM | 36763 DOI01 | 0000 | Al processng i completed 0.l22.0 33 Testwioio] Vigea Lot
muorrsshully

1208 3004 11: 03 AM | 36763 D001 | O (AN prooesseg b oompheted Tedeii0
sutcestiully

12087004 11:00 AM | 36761 D001 | DO0g Al proces@ng i compleded TEVE! TesteiDin] Vs Dt Enars
wuocreshully

12067 3004 11:003 AM | 3660 D001 | 0000 | AN proessng is completed 0 1f1 Tester]0] Ve [ Emrs

suirestully

12082014 1045 AM | 36750 D001 | DO00 Al procsdng & completiad .!'l f1f1 TadwiDin] Waa Dt Enars

To view your data errors, click the “View Data Errors” button beside your batch. You will
have the option to “Open” or “Save” the error file to your local computer.

127087004 11:12 AM | 36762 D00 | 000D Al progessing is oomiphebed D55 i5s TesterD 101 Woirw Dl E s
sprressdul

it o v b ppen 1 e ool_336406 ASGT_DOL01_P0L4_ 036 POL30801_L4BA10 or.tat frem swidapt ide.ong? Seve | v Cancel | ®

The View Data Errors file will resemble the example below:
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| ENRL Errors Training 2015 - for Users Guide Example - Notepad = |8
File Edit Format View Help
TH 06/14,/2014 16:19:00 1 10.0 delimiter=0x09
ENRL 0111 D101 Adrienne Kristin v} 03/20/2002 05 532525 N 6031069288
2015 0111 0111 0 08/29/2012 08/29/2012 08/29/2008 395 0
10000 0 ]
5.7 1 1375 Irving Rd Galesburg 66740 0 0 ]
Missing field (last name)
ENRL 0111 D0101 Frazier Brandon M. 1 6/6/08 05 200525 N 8182756073 2015 0111
0111 0 08/29/2012 08/29/2012 08/29/2008 365 ]
| 10000 0 ] 0 0 3.1 1
491 Legends Dr Galesburg 66740
pate format error (Birth Date)
ENRL 0111 D0101 Alison Alexander G. 0 08/25/2004 90 50487 N 3082561225
2015 0111 0111 06/12,/2013 06/12/2013 08/29/2008 395 ]
10000 O ED
2.6 1 1006 Livingston Galesburg 66740 =
Grade was not on the Tist
(00,01,02,03,04,05, 06, 07, 08, 09, 10, 11, 12, 13, 14, 15, 16, 17, 18)
ENRL 0111 D0101 nrmstrong skylar wvivian 0 05/17 /2001 06 50008 N 908643508
2015 0111 0111 8/29/2011 08/18/2005 08/18/2005 395 0
10000
66740
Invalid State Student Identifier
ENRL 0111 D010l  Lowry Embry Mark 1 12/30/2002 02 530502 N 6371221094 2015
0111 0111 08/29/2011 08,/02/2007 08,/02/2007 385 0 05/15/2013
2 10000 0O
66740
exit/withdrawal Information is only
a‘I‘Igwab‘te on EXIT record types
T

The View Data Errors file lists all of the records with data errors. At the end of each record,
there is an error message indicating what data needs to be corrected in the
school/district’s local SIS and resubmitted to KIDS. These error messages are highlighted
in the previous example image. (Please Note: The error messages have been highlighted
above for demonstration purposes. Error messages will not appear highlighted in the actual
View Data Errors file the Collection System generates.)

Correcting Data Errors

In the event a View Data Errors file is generated,

1. Correct each of the data error records in your local Student Information System.

2. Create a new SIS Export File containing the corrected error records (you need only
re- submit corrected records, not records that processed successfully in KIDS the
firsttime).

3. Upload the corrected records to the Collection System.

4. If no additional Manage Core Data buttons or View Data Errors files are generated
and all files process successfully, then you are finished!

Retrieve Core Data

When a “Retrieve Core Data File” is created, it means 1 or more new SSIDs were created
either at the time the batch file was submitted or manually by a user as part of the
Manage Core Data process. Additionally, users may see the button to download this file
when a record is submitted for a student without an SSID and an SSID already exists for
the student. This file should be downloaded to your local computer or network, and the
SSIDs contained in the files should be entered into your local SIS for use in subsequent
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KIDS records.

Home > Batch History
View Previously Uploaded Files with the following criteria:
From: DEMER013

Ta: DrmznRnt3

07/02/2013 34802 [(D0101 0000  |All processing is completed |2 /0 f 2
10:38 AM successfully

TIP: Do not download the “Retrieve Core Data” file until all records have been resolved in the
“Manage Core Data” process since you may create new SSIDs as a part of that process
and the file will be updated with any new IDs each time you rerun a batch file.

Clicking on the Retrieve Core Data button, will prompt you to open the file or save the file
to your local computer or network for uploading the SSIDs to your local SIS.

Topeka, KS 66612-1182

Do you want to open or save col_19054_ASGT_TD034_2013_002_20120906_090637_SID.txt from svvuidapt.ksde.org? Open Save = Cancel x

When you Open the file, you are able to locate the new SSID assigned to that student.

fH 09/06/2012 09:06:37 1 1.0 delimiter=0X09

ID T034 TDO34 Muntean Rohert Travis 1 0%,/21,/149949
Q8 10189 1432578332 TDO34 2013

i T034 TDO34 Namanworth Gertha Della a 11/04/1999 Q7
10188 4866501847 w034 2013

TT 1 2

This ten-digit number is the new SSID
created by the KIDS System.

C. Reports

KSDE provides schools and districts with a variety of reports that they can use to view
andverify the data submitted to KIDS. To access these reports, click the “Reports” button,
shown below, on the Collection System Home page.

KIDS Collection 2020-2021 System User’s Guide Version v16.00



[rom— Homw > Reporis

Click on the down arrow next
to the *Report Category box —
to select another report _
o category. Standard is the !

2014 7000 default category

[T

.........

The example on the following page illustrates how to access the “Selected Records by
Type - EOYA" report. The same basic process applies for accessing and viewing any of

the other KIDS Collection reports.
—

- M

Home > Reports

Balch sl

Barch upd ised
Hogumts
Micaln Cabwitaiin

Sevarch Cive hala

Depending on which type of report that you choose (Standard, PBR, SO66, Assessments,
Discrepancies, Accountability, Student Course, or Qualified Admissions), another menu
will open with the specific reports that are available for that report category.
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In the example below, the “Accepted Records by Type - EOYA” report is one of the sub-
reports under “Standard Reports.” To run this report, the user must select the record
type from the drop down menu and provide a date range by using the calendar buttons

provided.
Cancel
Student Grade Level: ’;ﬁﬁ{
Record Type:

EXIT

From: KCAN |
To: S —
. STCO
Run Report TASC D
TEST

SMSC

In the example below, the “Accepted Records by Type - EOYA” report is one of the sub-
reports under “Standard Reports.” To run this report, the user must select the record
type from the drop down menu and provide a date range by using the calendar buttons

provided.
Cancel
Student Grade Level:
Record Type: EOYA v
From: 1 b
To: ’ 4 September, 2017 54]3
Run Report Su Mo Tu We Th Fr
27 28 29 30 31 1 2

3 4 5 & 7 8 9
10 11 12 13 14 15 16
17 18 1% 20 21 22 23
24 25 26 27 28 29 30

1 2 3 4 5 & 7

Today: June 30, 2017

After you run your report this screen may pop up. Click “Open.”

Do you wank bo open of sive Aotepted_ Records by Type 20000703 140759, xks rom svvuidapl.kide.ong?

When this screen pops up you can choose to “View downloads.”

III-IN m“nmal’!‘]
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Once you have generated your report, it will automatically export the data to an Excel
spreadsheet. This file can then be downloaded and saved to any location.

T B 0
1 bl
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1 1 i
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T Binky [TR—— Lis i sar e

b Srag Thaswra [T bl g IEE-5] Wi

TAie Ze 4 - Fac L] T ¥i

ik e . [ — " bl Bl

fan1 e Kliye o L™ Ut Wi
Mo rmaa e = L™ Sagran B :

Descriptions of all of the KIDS Reports are available under the report title of the Excel
spreadsheet and by clicking on the “Report Descriptions” link on the “Reports” screen of
the Collection System (shown below).

Usger: KidsTrainers  District: D0111{Doniphan West Schools)  Building: 0000 Access Lewel: District !

TiRetum to App List Production Mode
HlLogout Building: [District Level v
o Home > Reports

Batch History

8atch Upload

Accepted Records
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The Report Descriptions may also be accessed at any time via the KIDS project website at
https://kidsweb.ksde.org/under the Report Descriptions” links. It also features a keyword
search.

Login Search... E

Home Assessmenis Authentication Documents Report Descriptions raining FAGS Calendar

Vendors

Authenticated Application Access KIDS Report Descriptions

HSDE iebste The KIDS system allows staff to generate reports based upon their submitted student
Timeifine for Reports and Collections data in multiple formats. The list below provides an explanation of each report and
KIDS New Staff Training indicates under which category of reports in the KIDS Collection system where each
individual report may be found. The search feature allows you to search the report
descriptions on this page by category or key term but it is case-sensitive. Questions
Pre-Collection Workshops about the KIDS reports may be submitted to kids@ksde.org

Data Quality Certification (DQC) Program

D. Search Core Data

On the Collection System Home page, click the “Search Core Data” button to start the
process of searching for student in the Assignment system. You may receive the
following messages:

Internet Explorer blocked a pop-up from swwuidapt.ksde.org. Allow once Options for this site ~

Click “Allow once.” The “Options for this site” may allow you to select an option that
will allow this to open every time. You may see the following additional pop-up
message:

s N
Windows Internet Explorer ﬁ

To display the webpage again, the web browser needs to
l A resend the information you've previously submitted.

If you were making a purchase, you should click Cancel to
avoid a duplicate transaction. Otherwise, click Retry to display
the webpage again.

[ Retry l l Cancel

Click “Retry” to be routed to the State ID Home page.
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The Student Search feature allows users to search for students by State ID or
demographic information (i.e., last name, birthday, etc.). To access the Student
Search feature, click the Student Search link on the State ID Home page:

The student search is based upon the current information for students who have been
assigned a State Student ID. There are three search options:

Basic Search Advanced
Search ID Search

You will click on the “STATE ID" icon located near the left side of the screen. Once you
click on that, your option will be Search>Student.

© astudent lovel data collection system =
3 / \rj‘}

; L\ Kansax C

= ; [ | Education

ividual[Datalon/Students (KIDS)

Return to App List

STATE ID

< Back to Home

\ SEARCH

&

Al > Al v| 073012016 o 0812972016 [ Upload Date Desc v/

No Batches Found

That is where you will be able to make your search option selection. As shown in the
photo below, the Basic Search performs searches for a student using demographic data.

a on Students (KIDS)
bvel data collection system

et vl ; 5
“ ¢ EENBX \
1+ = i [ Education
£

Retum to App List

= STATEID

Individual Student

BASIC SEARCH ~ ADVANCED SEARCH 1D SEARCH
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The Advanced Search allows you to search for a student based on additional fields of
student data. This refines the search and provides fewer results.

Kansaslindividual|Datalon/students (KIDS) -
) a student level data collecion syvtem i

Vad X ¥ 3 \‘f

| J & =
| K A - - [ | Education

Jeturn to App List

= STATEID

Individual Student

HASIC SEARCH  ADVANCED SEARCH 1D SEARCH

7€ K EIRNEIE

The ID Search allows you to search for a student by their SSID. If you chose to enter their
State ID number, you will enter their SSID, then click the circle next to State ID. If you
choose AliasID, you will enter their SSID, then click the radio button next to Alias ID. This
will also allow you to choose from a drop down box, next to the Source option. There, you
can select: Default, Early Childhood, Migrant, KBOR, EC Foundations, OWS Part C and
Student Record Exchange.

atalon/Students (KIDS)

. M'i'uﬂdsﬂ:nl]e:ﬂnn system =
%
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Filtering Student: Once a student is located using any of the search options, you
will see a screen similar to the one below.

Individual Student

BASIC SEARCH

Jomes.

ADVANCED SEARCH

1) SEARCH
TDOM  ToM W "
O3S Non-Hspank !  Fresen 0
o Not Hespanic wan Mol Fresan
Do Mol Presant 7

To view more detailed information about the student(s) you can click on either their
first or last name hyperlinks. A page similar below will display:

Fwduem bo App List

Individual Student Information

STUDENT INFORMS
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Cartar
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Mee Hispanic

While
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NOTE: If you navigate between the different search options tabs, Assignment will “remember”
the values that you entered in your last search. For example, if you search for a student
using the Simple Search option and then try to search using the State ID, the Simple
Search tab will retain the search values that you entered.

E. Mode Selection
After clicking on the link for the Mode Selection, the screen below displays the option of
maneuvering in the Collection System between Validation and Production modes. For
more information about the Validation environment, see Part IX.

I KIDS Collection - Test I
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Part IX: Validation Environment
The KIDS Collection Validation environment provides an optional online environment
for schools and districts to submit their student records in a “test” mode. Districts can
validate their file format prior to submitting it to the “live” KIDS Collection Production
System. All screens in the validation environment will display “Validation” on the top of
the page, as shown below.

-
on - Test
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The Validation environment is refreshed periodically and does not store any
submitted data. In addition, there is no access to the Assignment screens and no

KIDS Collection 2020-2021 System User’s Guide Version v16.00



data checking in place to ensure that Assignment records are up-to-date (as there are
in the “live” Production Mode environment). The Validation Mode is strictly for use in
testing the formatting of the SIS Collection Export file and to see if your file will pass
the data requirements for each field.

NOTE: The Validation environment will “freeze” if you attempt to upload student records for
students who do not have State Student IDs. This is because the Validation mode is not linked
with the KIDS Assignment System database.

Part X: Help Resources
If you have difficulty working with the KIDS system, please contact the KSDE Help Desk
during regular business hours at (785) 296-7935. By contacting the Help Desk, your
questions will be directed to the appropriate staff member.

If you need assistance or guidance on how to report a specific data element for a student,
submit your questions via email to kids@ksde.org or visit the KIDS Project website at
https://kidsweb.ksde.org/ for guidance documents.
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Appendix A: Input and Output Files

Different types of files are used in the Collection System; input files and output files:

Input files

The input file is extracted from the local SIS and uploaded into the Collection System.

SIS Collection Export file - This input file is uploaded from the Student Information
System (SIS) to the Collection System and it contains the student records.

Output Files
The output files are created by and downloaded from the Collection System. These
output files allow the user to view data errors that need to be corrected in the local SIS
and resubmitted to the Collection System, retrieve State IDs, view the results of a QERY
record submission, and view reports based on data submitted to the KIDS system.

View Data Errors file - This is an output file that the Collection System may create if there
are errors in some of the student records. Error messages are included in this file so that
the user knows what data to correct in the SIS. There are two types of errors: data errors
and “Mismatch on Student Element” errors.

Retrieve Core Data file - This is an output file that the Collection System may create
whenever a student record that was submitted that automatically created a new SSID or
when a student record was submitted that did not contain an SSID. Once the “Manage
Core Data” process has updated records in the Assignment System and the batch has
been rerun, any records that had new SSIDs created through the “Manage Core Data”
process will be added to the “Retrieve Core Data” file. The Retrieve Core Data file provides
a file with those students who had new SSIDs created so that the school can put the
correct SSID(s) back in to the local SIS.

QERY Results file - This is an output file that contains the results of a QERY submission
to KIDS (i.e., KIDS demographic and program participation data from a student'’s previous
Accountability School).

Reports Exports - This is data that will be exported to Microsoft Excel. This data allows
for comparison of data in the SIS.

Input files and some output files contain three different types of records in the following
order:

e Aheader record with “TH” as the record type - the first row in the inputfile

e One or more student detail records
e Atrailer record with “TT” as the record type - the last row in the input file
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Appendix B: Best Practices
File Management

The KIDS system relies upon data batch files as the means for collecting information
from, and providing information back to, schools and districts in Kansas. The process of
uploading and downloading batch files from KIDS can become very confusing if there is
not a good file management and organizational system in place. Batch files look very
similar to one another, and it can be easy to misplace them while correcting file errors,
downloading State IDs, and resubmitting corrected files to KIDS.

Organizing Files

e Although many people save data files directly onto their local computer (usually in
the “My Documents” folder), it is best to save files onto a server that is backed up
periodically. This ensures that information that you save will be retrievable if the
worst case occurs and your local system or hard drive fails.

e lItis also recommended that you use folders to organize your KIDS Collection files.
Files that are “works-in-progress” should be separated from those that have been
submitted in “final” form to KIDS and from files that have been processed and
downloaded from KIDS. For example, you might find it helpful to create a “KIDS
Collection Batch Files” folder that contains subfolders for submitted files, downloaded
files with errors, etc.

Archiving Files

Archiving is the process of moving files and information that are no longer needed or
used on a regular basis into a storage location. KSDE recommends archiving all uploaded
and downloaded batch files after you have finished processing them. This helps prevent
accidental overwriting of old, historical data with new data.

e KSDE recommends you move these archive files to another set of folders on the
server hard drive. One option for archiving is to create archive files for each KIDS
Collection subfolder (I.E. DOWNLOADERROR) that you create. Another strategy
would be to create a general Archive folder under the main KIDS Collection folder,
and then create folders under Archive that represent each school year (i.e., “2020-
2021").

o Please note that schools and districts are not required to retain, store, and/or archive
files that have been submitted to KIDS. Once a file has been submitted and all
student records in that file have processed successfully, the batch files may be
deleted from the local computer or network.

e If schools/districts to not have a secure method of storing these files, it is
recommended that they be deleted.
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Confidentiality and Security
Data Confidentiality

In recognition of the importance of confidentiality surrounding student data, KSDE has
developed a Privacy Statement. This statement has been adopted by KSDE and is included
in all staff security awareness training.

We encourage districts to review and understand this policy. Districts should determine
how the information in this policy relates to their staff and their internal practices, and
are welcome to adopt it or any portion of it. The Privacy Statement document can be
found on the Research and Evaluation page of the KSDE website.

Here are additional links for FERPA and the Student Data Privacy Act for reference
purposes.
KSDE Office of General Council FERPA and PPRA

Computer Environment Security

The following are generally considered to be the basic guidelines for maintaining a safe,
secure computer environment. This is by no means a comprehensive list, but these
guidelines can help ensure that viruses, hackers, and other threats do not compromise
data or an entire computer network.

e Maintain up-to-date antivirus software: Anti-virus software for any particular type of
device should be running and up-to-date on every level of device, including clients,
file servers, mail servers, and other types of networked devices.

e Use host-based firewall software when possible: Host-based firewall software, for
any particular type of device, should be running and configured according to the
guidelines for your organization. Please note that the KIDS System requires that
ports 8888, 8443, and 443 on the server be open for communication.

e  Use strong Passwords and protect them: The following are guidelines for a “strong”
password:

At least 12 characters long

Contains at least 1 numeric value or special character
Contains at least 1 upper case letter

Contains at least 1 lower case letter

Ll
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There are some basic guidelines for creating good passwords. Do NOT write your
passwords down on a notepad, on a sticky note, or anywhere else where it might be seen.
Do not use the name of your partner, your address, your pet's name, your children’s
names, etc. as your password—these are probably the first words that somebody
attempting to access your information or software system would try. Do not use words.
No matter how expansive your vocabulary is, there exist “cracking” programs that can
try every word in the dictionary to find your password. One of the best techniques for
creating a good password is to use initials of a saying or sentence that is meaningful to
you. Use numbers and “special” characters (such as symbols, spaces, and capital letters)
in your password.

TIP:  For example:
Phrase: Now Is the Time! Password: NO_1s_Th_T1!
**Used the first 2 letters of each word and substituted zero and one for the “0” and “I.”

Maintain good physical security: Unauthorized physical access to an unattended device can result
in harmful or fraudulent modification of data, fraudulent email use, or any number of other
potentially dangerous situations. In light of this, where possible and appropriate, devices should
be configured to "lock" and require a user to re-login if a computer is left unattended for more
than 10 minutes.

e Maintain regular backups: Backup your system in proportion to the amount of data
that you are willing to lose--work done last month? Last week? Today? Make sure you
are able to restore data from your backup. Have a start-up disk handy in case your
computer system files get damaged.

e Use care when reading email and downloading files: Emails are the principal
sources of computer virus infections.

Be sure to know the source and the reason for an attachment before openingit.
Be wary of URLs in email.

Use care when downloading files.

Do not run/install a program with an unknown origin.

Do not download software unless it was written by an entity you trust.

Do not give permission to third parties to download software on your machine.

2 o\

Additional Data Security & Confidentiality Tips

e Never attach student (KIDS) records to e-mails without encryption software in place.
e Don't share KSDE usernames and passwords; each individual should have their own.
e Position computer screens so that they are not visible to passers-by.

e Do not discuss confidential or sensitive information in a public or high-traffic area.
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e Shred confidential information that is no longer needed (including KIDS reports).
e Take care when transporting confidential student information to or fromwork on a
laptop.
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Appendix C: Data Quality

Good data is critical to effective teaching, learning, and management of schools.
Therefore, data should be treated as a resource that is as important to schools as staff
and books, and policy- makers should be willing to invest time and effort toward the
creation of high-quality data. Four components of high quality data listed in the Forum
Guide to Building a Culture of Quality Data (National Forum on Education Statistics, 2005)
are:

e Accuracy. The information is correct and complete. Data entry procedures are
reliable.

e Security. The confidentiality of student and staff records is ensured, and data are safe.

e Utility. The data provide the right information to answer the questions that are asked.

e Timeliness. Data are entered in a timely manner.

Issues with Data

Even though data quality is critical to accurate interpretation and effective use of data,
the following challenges to data quality exist in most organizations:

. Data redundancy. The same data appears in different places and formats, and it
is often unclear which of the incidences of the data is most accurate and/or most
current.

o High variability. There are as many as ten variations in format, content, or
meaning of a “fact” or piece of data.

o Increasing volume and disparity of data. Technology has allowed the rapid
collection and storage of an increasing amount of data. Staff members who do not
know that the data they need are already being collected or who are not satisfied
with the accuracy and format of the data available to them can too easily begin their
own separate collections. Not only does this increase disparity, it also increases
costs and decreases productivity since more time is spent finding needed data and
resolving problems.

Increasing Data Quality

Steps can be taken to increase data quality and make data a true asset to education,
including:

e  Assign adatasteward for each collection who is truly knowledgeable about the

collection.
e Inform staff about the data being collected by the school or organization.
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e  Teach staff a number of ways to check data accuracy:

o Spot check, using forms from which data were entered.
o Develop and run automated data edits.
o Check aggregate reports for reasonableness.

e  Provide professional development related to the ways accurate data can support
the overall purpose of education.

e Develop clear data policies, standards, definitions, and timelines:

o Develop a process to follow if a data error is found.

o Establish clear lines of responsibility for data-related tasks.

o Provide training and documentation for each data collection.

o Compile and publicly post a calendar of data-related dates and deadlines.

o Provide opportunities for feedback about the data process, training, and/or
documentation.

o Make assistance available if problems are encountered.

e Develop clear documentation about the data resources, and keep the
documentation current so that staff can actually use the resources and so that data
will not be lost due to staff attrition. KSDE encourages all KIDS users to consider
seeking certification in the Data Coordinator track of the Data Quality Certification
(DQC) Program. For more information on this free professional development
program visit the DQC website.

e Develop a phased improvement schedule instead of trying to overhaul the entire
data resource at once. Incremental steps can help ensure success, gain recognition
of the value of the initiative, and gain support for moving ahead.

e  Ensure that the hardware and software products used at the school/district can
support the data collection initiatives.

e Work hard to establish a data entry environment that is as secure and free of
distractions as possible

The goal of any organization should be data that are alike in kind, quality, and character;
and that are well integrated, easily identified and understood, readily accessed and
shared, and utilized to their fullest potential (Brackett, 2000). It is important to help staff
understand the current state of their organization’s data resource and compare that
state to this desired goal. When the benefits of a quality data resource are general
knowledge, it is easier to remove obstacles that prevent attainment of the goal.

Educational organizations must make a concerted effort to reduce the natural drift of
their data resource toward disparity and low quality and increase the general
understanding of the role accurate, accessible data can play in improving teaching and
learning. Data will not be considered an asset to education until this occurs.
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Resources for more information

Brackett, Michael H., 2000. Data Resource Quality: Turning Bad Habits into Good
Practices, Boston: Addison-Wesley.

U.S. Department of Education National Forum on Education Statistics, 2004. Forum
Guide to Building a Culture of Quality Data: A School & District Resource,_
https://nces.ed.gov/.
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